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The U.S. is making significant legislative strides with the bipartisan Protecting 
Americans from Foreign Adversary Controlled Applications Act, introduced by Mike 
Gallagher and Raja Krishnamoorthi, aims to regulate, or prohibit social media 
applications like TikTok, controlled by foreign adversaries, unless they divest from such 
control, aiming to address national security and sovereignty concerns by potentially 
imposing restrictions on TikTok. Passed by the House of Representatives with 
overwhelming support and now moving to the Senate, the Act underscores the 
bipartisan resolve to safeguard American digital landscapes against foreign influence, 
particularly from platforms with ties to the Chinese Communist Party (CCP) like 
TikTok and its parent company, ByteDance. 
 

TikTok's affiliations with the CCP have ignited fears of espionage and data 
manipulation, prompting calls for the app to divest from ByteDance, within the next 165 
days. This initiative not only targets TikTok's considerable U.S. user base but also 
questions the broader implications for global digital freedom and the influence of 
platforms on governance and international relations. Despite TikTok's efforts to 
enhance data security through initiatives like "Project Texas," legislative and executive 
branches push for more stringent control over platforms with foreign ties, highlighting 
the ongoing challenge of balancing security with innovation. 
 

Concerns about TikTok's data privacy practices are amplified by China's surveillance 
laws, particularly the National Intelligence Law of 2017, which could potentially compel 
TikTok to share user data with Chinese authorities. This issue feeds into larger debates 
on China's tech sector's global influence and digital security, emphasizing the need for 
policies that protect data privacy without stifling innovation. As the U.S. grapples with 
these challenges, the absence of a comprehensive federal data privacy law becomes 
apparent, contrasting with efforts like the EU's General Data Protection Regulation 
(GDPR) and India's initiatives towards stronger data governance. 
 

The potential restrictions or divestiture of TikTok highlights a pivotal moment in U.S.-
China relations and the broader tech industry, underscoring the complexities of digital 
platform governance in a geopolitically competitive era. This situation demands a 
careful policy approach that balances security concerns with the preservation of an 
open, innovative global internet ecosystem. 
 

Concluding Thoughts: Beyond TikTok – A Reflection on Digital Governance and 

Global Digital Freedom 

 
The discourse surrounding the Protecting Americans from Foreign Adversary 

Controlled Applications Act indeed transcends the specific case of TikTok, highlighting 
broader themes that are critical to our understanding and management of the digital 
era.  
 
 

https://www.congress.gov/bill/118th-congress/house-bill/7521
https://www.congress.gov/bill/118th-congress/house-bill/7521
https://www.cnbc.com/2024/03/13/house-passes-bill-that-could-lead-to-a-tiktok-ban-fight-shifts-to-the-senate.html
https://www.bytedance.com/en/
https://usds.tiktok.com/usds-about/
https://www.cbc.ca/radio/thecurrent/china-surveillance-network-1.6677778
https://www.cbc.ca/radio/thecurrent/china-surveillance-network-1.6677778
https://www.canada.ca/en/security-intelligence-service/corporate/publications/china-and-the-age-of-strategic-rivalry/chinas-intelligence-law-and-the-countrys-future-intelligence-competitions.html
https://gdpr-info.eu/
https://gdpr-info.eu/
https://www.natlawreview.com/article/privacy-and-data-protection-india-2024-watchlist-and-2023-wrap#:~:text=The%20DPDPA%20has%20been%20in,up%20for%20this%20new%20law.


      Mathurin 

Hybrid Initiative 

PAGE   3 

 
First, the practicality of executing such a divestiture involves navigating a labyrinth of 
regulatory, legal, and business complexities. It necessitates identifying a buyer that not 
only meets the stringent criteria set forth by U.S. regulatory bodies but also is capable of  
 
sustaining TikTok's operational integrity and innovation. This includes maintaining the 
app's immense popularity and engagement levels, which are pivotal to its commercial 
success and cultural impact. The process also involves scrutinizing the intricacies of 
data management, ensuring that the transition does not compromise user data privacy 
and security, which are at the core of the concerns surrounding TikTok's current 
ownership structure. 
 
Moreover, the proposal sets a significant precedent in the realm of international 
commerce and digital governance, raising questions about the sovereignty of global 
business operations and the extent to which a government can influence the ownership 
structures of foreign companies operating within its borders. This conversation is not 
just about a single platform or the bilateral tensions between the U.S. and China; it's 
about how societies choose to navigate the complex terrain of digital innovation, 
security, and freedom. The act and the discussions it has sparked underscore the 
delicate balance that needs to be struck between safeguarding national security and 
fostering a global digital ecosystem that promotes creativity, economic growth, and the 
free flow of information.  
 
As the internet continues to evolve as a contested space, where the lines between 
commerce, culture, and geopolitics are increasingly blurred, this debate invites 
stakeholders to consider not only the immediate implications for apps like TikTok but 
also the long-term vision for digital coexistence and cooperation. The challenge lies in 
crafting policies that are both proactive in addressing security concerns and flexible 
enough to adapt to the rapid pace of technological change, ensuring that the digital 
domain remains a space for innovation and cross-cultural exchange rather than 
becoming a new frontier for geopolitical rivalry. 
 
 

https://hbr.org/2022/05/3-obstacles-to-globalizing-a-digital-platform

